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Introduction

ClearBox Enterprise ServerE for Windows is one of the fastest and powerful commercial RADIUS servers on the market. It is
the best choice for effective and scalable solution based on RADIUS protocol to control access to the network resources -
ranging from enterprise corporations offering remote access services to the network to Carrier-class Telecommunication
Operators.

ClearBox may fit all the requirements to a reliable and fast authentication and accounting RADIUS server. It may secure both
wired and wireless networks meeting the latest WPA and WPA-2 IEEE standards. Besides working both as a target and
RADIUS proxy server and providing flexible authentication/authorization rules and policies, ClearBox RADIUS Server works
with unlimited configuration profiles, authenticates against remote RADIUS servers, Windows NT/2000 domains, workgroups
and groups, Windows 2000 Active Directory, LDAP-compliant directories, MS SQL Server, MS Access and other ODBC and OLE
DB compliant data sources. ClearBox can work as a proxy and forward accounting request to remote RADIUS servers, log
accounting data to a SQL database table or a file in CSV or Livingston format.

Advanced features of ClearBox include double-logon prevention, tracking the users currently logged onto the network,
integration with billing systems, rewriting user names from RADIUS attributes and many others.

Features of ClearBox Enterprise Server

Comparing ClearBox Enterprise to ClearBox

System requirements

Technical support

How to purchase a license

ClearBox ServerE is a trademark of XPerience Technologies.

All the references to other companies and product names are trademarks or registered trademarks of their respective
holders.

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com) and Tim Hudson (tjh@cryptsoft.com).
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What's New in ClearBox Enterprise 2.0 Final Release
The following features has been added since the release of ClearBox Enterprise 2 beta:

MS-CHAP/MS -CHAP2 authentication against Windows domains and workstations;
DTH billing system integration;

Smarter realm selection by fully specified user name;

Realm re-selection for inner PEAP authentication phase;

Trusting client certificates issued by 3rd-party CA's;

Certificates revocation lists support;

PEAP authentication against remote EAP-unaware RADIUS servers;

Proxy filter for accounting packets;

Handling Server-State requests;

Regular expressions test utility;

MS-CHAP/MS -CHAPv2 authentication against a MD4-hashed password in SQL databases;
New $x key for extra user name parts.
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ClearBox Enterprise Server Features and Benefits:

Speed and Performance
ClearBox Server is a 32 bit multithreaded application written in C++ with low CPU & memory usage. It provides excellent
performance and reliability on all Windows NT platforms and makes use of your multi-processor equipment.

Compatibility

ClearBox is fully compatible with all relevant RADIUS RFCs (2865, 2866, 2869, 3579, 3580). It has support for all types of
RADIUS attributes, Vendor-Specific Attributes including non-standard attribute IDs or length fields, subfields, and much more.
(RFCs 2548, 2867, 2868, 2869, 3162, 4679). It means that ClearBox and your network equipment will always speak the same
language - RADIUS.

Unlimited Multiple Realms.

This new great feature allows ClearBox Server using various authentication, authorization and accounting functions in any
combination basing on rules defined. Each realm can have an independent configuration and its own user database. ClearBox
can select a proper realm, i.e. instructions on how to authenticate a user or how to log his accounting data basing on the rich
set of rules:

When a user name consists of two parts: real user name combined with a domain name (e.g. richard@somedomain).
ClearBox lets you define the expected format of such user name, such as separator symbol or suffix/prefix form.
ClearBox is capable of stripping the domain name from the user name.

When a request is received from a specific client. You may configure several clients if their requests should be handled
by the server in the same way, i.e. within one realm.

When some set of attributes matches a list of defined conditions (such as attribute presence, absence, equality, etc.).
This capability provides flexible realm selection. Suppose you need to handle packets in some way depending on DNIS
represented by Called-Station-ID. You are able to configure real rules so that a request message will be handled by
different realms if it differs in one attribute value!

A realm can be selected by a dynamic SQL statement.

Multiple Data Sources.
Allows using concurrently different databases for different purposes. Currently ClearBox support the following data source
types:

MS SQL Server. ClearBox uses native MS SQL Server driver for the fast and reliable connection. It supports both two
types of connection authentication: using MS SQL built-in authentication or Windows-based authentication.

MS Access. These databases may be used for relatively small solutions where user database is not large and high speed
request processing is not vital.

ODBC -compliant data source. The majority of modern SQL-based DBMSs are equipped with ODBC drivers. This allows
using potentially all existing databases thus avoiding unnecessary migrations and upgrades.

OLE DB data source. This is an alternative to ODBC data sources.

Advanced RADIUS Proxy Server.
Can act both as a target server serving RADIUS client requests and as a proxy server forwarding request to remote RADIUS
servers. Advanced ClearBox capabilities as a proxy server include:

Attribute transparent translation to pass properly such data as passwords and message authenticators.

Using list of remote servers to create fault-tolerant, low-risc solutions. ClearBox switches to another server from the list
if it's not responding.

Packet attributes filtering to govern what attributes are altered, added or omitted in packets transferred between
ClearBox and a remote RADIUS server.

Local processing of forwarded accounting requests.

These capabilities of ClearBox are essential for routing request to the servers of other service providers or to the remote
enterprise servers which can authenticate a foreign user. Similar in concept to the cellular phone industry, this roaming ability
allows service providers covering complementary territories to expand their coverage through service exchange deals.

Authentication Server.
Any realm created within ClearBox can be configured to authenticate user names and passwords against several back-ends.

Remote RADIUS server. The benefits of using this method are described earlier on this page.

Windows NT/2000 domains, groups and workstations. ClearBox can make use of your domain infrastructure and existing
user accounts database. You can specify a domain (including trusted domains) or a stand-alone workstation where Active
Directory is run or NT SAM database resides. Besides, you may include additional checks of a group membership. Both
local and global domain groups are supported. Advanced verifications may be involved to gain deeper access control:
ClearBox can checks user profiles to see if they are not disabled or expired, if a user has dial-in permission turned on.

SQL-compliant data source (supported databases and servers and listed earlier). ClearBox offers outstanding flexibility in
authenticating against SQL databases. Besides supporting data sources, listed above, ClearBox allows you to specify two
types of database queries:

a) Retrieve a password for the given user and realm name via a SQL query

b) Validate PAP password sent in a request packet for a given user and his realm.

Both types of queries allow authenticating against existing and newly-created database table structures, no database
redesign is necessary.

LDAP server. It may be any directory service, like MS Active Directory or OpenLDAP, supporting LDAP interface.



ClearBox supports both directories storing user password encrypted or in clear text.

It's possible to take a user name for authentication from any RADIUS attribute present in the access request packet, enabling
such features as ANI authentication. Besides, user name may be rewritten according to a regular expression.

Wireless Authentication.

ClearBox meets all requirements to a RADIUS server for providing authentication services in a wireless network. It may be
deployed into any Wi-Fi network with WEP, WPA and WPA2 enabled hardware. It supports PEAP/EAP-MS-CHAPv2, PEAP/EAP-
TLS and EAP-TLS, supported by virtually all WPA supplicants.

Advanced Authentication.

ClearBox supports MPPE-encryption and generates MPPE keys to use with MS-CHAP2 and EAP-TLS/PEAP.
ClearBox supports password stored in a data source and hashed with MD5, MD4 or SHAL.

Double-Logon Prevention

ClearBox includes a built-in state server, which keeps track of user sessions in progress. This feature allows limiting the
number of simultaneous logins by the user. It's possible to limit this number for a whole RADIUS realm or for a particular
user.

Besides, multiple state servers are supported, and they can be adjusted for any existing database tables.

Authorization Policies.
ClearBox extends RADIUS authentication with extra authorization policies:

Black List (or Autoreject List) specifies what attributes should not be present in the request packet to authenticate a
connection successfully. Various policies can be constructed with the help of this list. For example, Calling-Station-1D
attribute can be added to block users who dial in from a particular phone number.

Check List includes RADIUS attributes that should be present in the request. A variety of rules could be enforced by
including appropriate attributes in the Check List. Only certain users might be permitted to use ISDN connections, or dial
in to a particular NAS. Or, Caller ID could be used to validate a user against a list of legal originating phone numbers.
Special check attribute is Login-Time which controls the hours when a user is allowed to log in.

Response List defines what attributes should be included in the successful response packet granting access to a user.
The Response List usually defines a profile, a set of properties that are applied to a connection when the connection is
authorized. By including appropriate attributes in the Response List, a variety of connection policies could be applied.
Specific users could be assigned particular IP addresses or IPX network numbers, IP header compression could be
turned on or off, or a time limit could be assignhed to the connection.

The lists described above may contain plain attributes defined explicitly by you or may be retrieved by queries from a data
source or an LDAP server. Thus you may use static, unconditional attributes for all users in the RADIUS realm, and attributes
retrieved from a database/LDAP server specific for particular users. The power of regular expressions makes the comparisons
more flexible.

Billing Systems Integration
ClearBox Server, being a flexible AAA solution, can be easily integrated with almost all billing systems capable of using
RADIUS servers for authentication.

ClearBox is integrated with the following billing and reporting systems:

DTH Billing and Customer Management by DTH Software. The system is suitable for ISP and VolP billing. It boasts
many nice features like customizable reporting, email or paper bills, electronic funds transfer, web portals, collections
processing, service orders and much more.

Platypus Billing System by Boardtown Corporation, a complete Windows client-server tool designed for Internet and
Application service providers, IP Billing, as well as wireless providers.

Advanced ISP Billing by AdvancedISPBilling.com , effective and highly customizable ISP billing system for small to
large ISPs at very low cost. It offers ease of day to day operations, superb client management, a whole suite of useful
managerial reports, seamless system administration and a lot more.

RADREP by RADIUS Reporting, easy to use Windows GUI application which produces usage and billing reports from
RADIUS accounting logs, which can be used for organizational charge-back or internal billing purposes.

Accounting Server.
ClearBox has all capabilities for reliable realm-time accounting which is extremely necessary for your business. You may
combine several options of accounting logging for redundancy or flexible accounting management:

Forwarding accounting data to a remote RADIUS server. ClearBox can be configured to forward accounting packets with
accounting status types specified to a remote RADIUS accounting server, both forward a request and log it locally or log
it only locally with one of the methods listed further.

Logging to a SQL database. The most required and powerful method, it allows to store all information about connections
in your SQL database. You may specify your own multiple SQL queries or simply bind RADIUS attributes to database
table fields. Thus ClearBox can make use of your existing billing or account management system.

Logging accounting data to a file in Livingston format. Although it's not an official standard, Livingston format is widely
used. You may use any available reporting tool to produce usage and billing reports from these ClearBox logs. Besides
specifying log file name you may select how often does the server rollover to a new file (hourly, daily, weekly, monthly,
on log file size limit).

Logging accounting data to a file in CSV (comma-separated -values) format. This may be useful for you as CSV logs may
be imported easily into any spreadsheet or a database table. Besides specifying log file name you may select how often
do the server rollover to a new file (hourly, daily, weekly, monthly, on log file size limit).



You may define a filter for all these methods: what accounting status types should be processed (e.g. "connection stop"
records) and what should be skipped. All methods can be filtered independently.
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ClearBox Server vs ClearBox Enterprise

This comparison table should help you in choosing the right ClearBox product.

Authentication protocols

PAP, CHAP, MS-CHAP, MS-CHAPv2,
ARAP, EAP-MD5

PAP, CHAP, MS-CHAP, MS-CHAPv2, EAP-
MD5, SIP/HTTP digest

IEEE 802.1x authentication protocols

PEAP (with EAP-MS-CHAPv2 and EAP-TLS),
EAP-TLS

forwarding authentication requests

MPPE encryption for VPN connections + +
LDAP directories authentication T +
Authorization with attributes from T +
LDAP directory

Authentication against Windows + +
domains and workgroups

Authentication proxy + +
SQL pre-authentication before T +

Filtering policies for forwarded packets

Add, remove, change attributes and
values

Add, remove, change attributes and values

developing custom solutions based on
the ClearBox engine

Authentication against SQL data + +
sources

Support for password, stored T MD4, MD5, SHA-1
encrypted in data sources

Authorization by denied RADIUS + +
attributes

Authorization by required RADIUS + +
attributes

Request attributes available in any T +
SQL query

Forwarding accounting requests + +
Logging accounting requests to a + +
database

Logging accounting requests to a text | + +
file

Logging authentication failed/accepted | + +
requests to a database

Sending authentication failed/accepted | + +
requests to a syslog server

Logging discarded packets to a T +
database

Debug mode + +
Selecting a realm by a SQL command | 7T +
Server configuration stores Plain XML file Plain XML file, SQL database
TACACS+ authentication + T
TACACS+ authorization + T
TACACS+ accounting + T
Software developer's kit (SDK) for + T

Supported data sources

MS SQL Server, MS Access, MySQL,
Oracle, any ODBC- and OLE DB-
compliant SQL data engine

MS SQL Server, MS Access, MySQL, Oracle,
any ODBC- and OLE DB-compliant SQL data
engine




Switching to new server log files daily | T +

Server Watch monitoring service T +
Supported macro keys $u, $r, $c, $n, $p, $s $u, $r, $c, $n, $p, $s, $f, $h, $x
Automatic configuration reloading T +
Server Manager, automatically T +

detecting server activation

Editing server configuration remotly T +

Built-in SQL editor with syntax T +
highlighting in Configurator

Pre-installed vendor dictionaries Cisco, Microsoft, Ascend Cisco, Microsoft, Ascend, Quintum, Colubris,
Slipstream, Nomadix, IP3Networks, WISPr,
Acme, Citrix, DSL Forum
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System Requirements

Processor Pentium Il or higher

Memory 256 MB or higher

Operating system | Windows 2000/XP/2003

Connectivity TCP/IP installed and configured

Hard disk capacity | 9 MB of free space

License Key

After installing the server, it runs for 30 days in the evaluation mode. You have to purchase and install a license key in order
to continue running the server.

Wireless Application Requirements

Access Points

You need a Wi-Fi access point with WPA Enterprise security support. Most access points manufactured today meet this
requirement. It means that an access point supports WPA and can send authentication requests to a RADIUS server. You may
search for compatible devices here at the Wi-Fi Alliance web site.

Clients
Client Wi-Fi hardware should support WPA, too. You may search for WPA Enterprise compliant adapters here.

Software support for WPA is built-in in Windows XP Service Pack 1 or later, Windows 2003 Server Service Pack 1, Windows
Vista. There are also commercial and open source clients available.

Running EAP-TLS authentication on a client requires installing an X.509 client certificate. You may use certificates obtained
from your own existing certificate authority (CA), purchase from a commercial CA or create them through your self-signed

root certificate.

Server Certificate

You must configure ClearBox Server with an X.509 server certificate in order to perform EAP-TLS or PEAP authentication. You
may use a certificate obtained from your own existing certificate authority (CA), purchase from a commercial CA or create
your own self-signed root certificate and the server certificate. In the latter case the root certificate should be spread among
clients in order to include it in trusted CAs.
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How To Purchase a License

XPerience Technologies lets you try ClearBox Enterprise Server in use before you purchase the license. ClearBox Server is
licensed on the per-installation basis. This means that you must purchase a license for each copy of the product that you
install.

See also The License Agreement file supplied.

When you license you copies of ClearBox Server, you will receive a letter with license key and your license ID from XPerience
Technologies. This ID you will use to identify yourself contacting XPerience technical support.

Ordering a License

We accept online, fax, phone and mail orders. You can also make payments via checks.

For information on prices and discounts, please see Pricing page on our web-site.

Online Orders

The easiest and fastest way to register ClearBox Server is online using credit cards. The ordering pages are on a secure web
site that encrypts all transmitted credit card data according to the secure HTTP protocol. As soon as we'll be notified that your
order has been processed, we will send you via email Registration Key which will register your copy of ClearBox Server.

Please go to our web-site to make an oline order.

Phone Orders
RegSoft.com Phone Order Line - available 24/7:
RegSoft has two ways of ordering by phone. You can:

Order in the conventional manner by simply calling the number below and providing your information.
U.S. and Canada : 1-877-REGSOFT (1-877-734-7638)

International : 1-770-319-2718

Important! When ordering by phone you must supply the operator with the ProductlD (see the table).

A less error-prone method is to fill out our special online phone order form with all your information except your credit
card number. Once the form is submitted you will get an Online Reference Number and a toll-free number (in the U.S.)
to call where you can provide the RegSoft operators with your card number. Your order will be processed within minutes.

This is a great method for those who prefer not to submit credit card information over the Internet.

Fax Orders
RegSoft.com Fax Order Line - available 24/7:

US Toll-Free Fax Number : 1-800-886-6030
International Fax Number : 1-208-279-3837 (UK Customers can fax to (0870)132-2485)

To obtain a Fax form for ClearBox Server, first click here.

Mail Orders

RegSoft.com Inc.

10820 Abbotts Bridge Road
PMB 201, Suite 220

Duluth, GA 30097

Attn : Registrations

To obtain a convenient form for mail registrations, first click here.
(This form is not necessary for mail order as long as you include all information necessary).

Please read this carefully:

You will be given a License Key to turn your evaluation copy into a full version. If you haven't got it within a reasonable
amount of time (usually 24 hours for credit card payments or two weeks for other payments), please notify us immediately.

If you already have the evaluation copy of ClearBox Server installed on your system, you don't need to download anything
else, unless you have an older version (check Downloads page for updates).




Product IDs

(Used for RegSoft.com only)

Product ID

ClearBox Enterprise RADIUS Server 76861
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Quick Start
When using ClearBox, you should be aware of its concepts:

RADIUS clients
Realms (authentication, authorization, accounting rules)
Wireless authentication settings

Data sources
Remote RADIUS servers

State servers

Add new necessary nodes and define their settings before you start the server. You may use the default settings or change
them completely according to the tasks ClearBox should perform.

Run Configurator from the Start menu.

In order to create a new node of some type (such as remote server, client, realm, data source), select an appropriate
category in the left tree and then right-click it. Select a "Create new..." from the menu, then give an ID (unique name) to the
new item and press <Enter>. Edit node settings (press F1 for help on each node type), click Apply Changes on each tab
where you have made any changes. Click File menu and select Save when all changes in the server configuration are done.
ClearBox Enterprise Server reloads them automatically.

Possible Configuration Steps

1. Plan what data sources (any kind of a database) will be used as back-end to store user accounts, accounting logs or any
other information required by the server. If none is planed, skip this step. You may use the default MS Access database
shipped with the server, or configure a new data source. Read more about it.

2. Add a new entry for each RADIUS client which will send requests to ClearBox Server. Read more about it. The default list
contains the local client address (127.0.0.1) with the shared secret 'secret’ for testing server with Client Tool.

3. Decide whether ClearBox will forward RADIUS requests to another remote RADIUS server. If it won't, skip the step,
otherwise create new entries for each remote RADIUS server. Read more about it.

4. Plan the number of different request processing patterns. For example, you may need to authenticate some requests
against a database while other against Windows Active Directory. Create a new realm for each processing pattern. If all the
requests should be processed in the same manner, you may leave the only one 'def' realm present in the default
configuration. Read more about it.

For each realm you may edit the following settings:

a) Define by what rule should the server pick up a realm to process a request. If there's only one realm, it may
be marked as ‘default’, and no rules are necessary. If there are two or more realms, you should specify the
realm selection conditions (matching by user name, client IP address or some set of RADIUS attributes). Read
more about it.

b) Define how the server authenticates a user. Select the back-end: whether it's a database, LDAP server,
Windows domain/group, another RADIUS server. Read more about it.

c) Decide if the server should reply with any RADIUS attributes or check any attributes in the request message.
If it should, configure authorization settings. Read more about it.

d) Plan how you need to store accounting data received by ClearBox. Select what storing methods and their
configuration. The default configuration writes the information to the [Accounting] table in general.mdb and logs
it to the file. Read more about it.

e) For wireless authentication, define what security protocols are allowed. Read about it.

5. Check if you need to limit the number of concurrent user sessions. If you don't, skip this step. This capability requires a
configured 'state server'. The default state server uses MS Access database to store active sessions information. You may use
it, change its settings or add your own state server. Read more about it.

You don't have to restart the server after making changes to its configuration, ClearBox reloads it automatically.

Configurator automatically uses the default configuration file config.xml located in (<installation root folder=\AAA) and
containing the configuration of the server. When you migrate from one system to another, you ay move almost all ClearBox
setting with this file.



We discourage you from editing the configuration file manually, as you can damage it.

You may open other configuration files (click File menu, Open... or press Ctrl + O) and/or save them to locations other then
the default one (click File menu, Save As...).

One of the most powerful features of ClearBox Enterprise Server is its ability to store the server configuration in a data

source. Configuration xml file stores then only the information about that data source, while all the information (about clients,
realms, etc.) is stored in database tables. Read more.
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Understanding ClearBox Components

ClearBox is a rather complex software system consisting of several core components:
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Configurator_is the tool to start with. It is used to configure authentication and accounting, manage RADIUS clients, SQL
connections, LDAP connections, etc:
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You may need to run Server Manager. It is used to change such settings as server ports, log files paths, IP bindings,
attribute handling details, etc:
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Certificates Wizard is used when ClearBox authenticates Wi-Fi networks. It creates server or client certificates, makes
certificate requests, etc:
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Client Tool is a simple software RADIUS client which may be useful for testing a RADIUS server:
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Managing Users Accounts

This article applies to the default database supplied with ClearBox Server. It may be changed or completely replaced
according to your requirements. Please contact support@xperiencetech.com if you need an further assistance.

Open \AAA\general.mdb MS Access database.

Users are added to the 'Users table, where the following fields are used:

Name User name.
Password User password used for user authentication.
Enabled Used to lock out a user account temporarily. A user account is active when set to true.

MaxCurrentSessions | If not null, defines the number of concurrent sessions a user may have.

TimeCredit If not null or >0, controls the maximum user session duration (in seconds). Is reduced automatically
after each session.

ValidSince Is not used in the default configuration. May be invoked by changing the authentication SQL command
to control the start date when an account becomes valid. Please contact support@xperiencetech.com if
you need an assistance.

ValidTill Is not used in the default configuration. May be invoked by changing the authentication SQL command
to control the end date when an account becomes invalid. Please contact support@xperiencetech.com if
you need an assistance.

A user may be assigned some set of RADIUS attributes which define his authorization policy (what attribute are denied,
required or should be assigned in the case of successful authentication. You may find more information about them here).
They are stored in the 'Author’ table with these fields:

Cmd A command which is denied or allowed. May be a regular expression (more details here).
Name The name of a RADIUS attribute (their list is here).
Value RADIUS attribute value. Is required for Response list attributes (i.e. with Check=true).

Autoreject | This field is set to true for a denied attribute.

Check This field is set to true for a required attribute.

Response | This field is set to true for an attribute to be applied after successful authentication.

Default accounting action is log user user session details - transferred data, session duration, IP address. They are stored in
the ‘Accounting’ table with the following meaningful fields:

Datelnserted | Time and date where the command was issued and logged.

User User name who has issued the command.

SessionTime | Session duration in seconds.

Bytesin Number of bytes transferred from a user host.
BytesOut Number of bytes transferred to a user host.
IPAddress IP address a user had during the connection.
CallerID DNI number.
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RADIUS Realms

ClearBox Server treats a realm as a context in which all RADIUS requests are handled, or in other words as a set of rules of
how to process incoming requests for authentication and accounting. Different requests from different clients may be
processed in different ways. When a request is received from a RADIUS client, ClearBox Server looks through the list of
configured realms to pick up one matching a request according to the realm-defined rules.

The rules can be defined as:

'If this request is from this client, then use this realm’;

'If a user name found in a request consists of a name itself separated from a domain name by the at sign (@), the slash
(/) or any other character’;

'If some attributes set is present, not present in the request, or it's equal or not equal to a specific value'.

When none of this conditions is satisfied, the server looks at the client's default realm. If it's not set, then the server looks
through the list of realms to find the first one marked as default realm. If none is default, then a request is rejected by the
server. That's why it's desirable to design realms so that there's always a realm matching a request. Note that if several
realms match the request, then the first of them is selected, so their order in the list of realms is significant.

Besides these static rules, ClearBox may issue a SQL command to select a proper realm (so called '‘Dynamic realm rules').

After the server founds the realm by a request, it uses realm configuration to determine what to do with the request.

The realm specifies all aspects of a request packet processing: how to authenticate a user, what rules should a request match
to be accepted, how to log accounting data from the request, etc.

Start with defining realm selection rules at the ‘Common" tab. Select one of them and click 'Apply Changes' when ready.

See how to configure a realm.

Next, define how users are authenticated on the appropriate 'Authentication ' tab, then click ‘Apply Changes'. Fill in the
necessary data on the 'Authorization ' tab sheet if you need to have packets rejected on some condition or to include some
attributes in the accept response message. ‘Accounting ' dialog allows you to select how the server will store accounting
records that it received from RADIUS clients.

How to create a new realm:

1. Right-click the 'Realms' node in the left tree and select ‘Add New Realm':

ClsC0s [ 19, 1hid, LU/

Delete Fealm
Make a Copy
Move Up

Mowe Down

44 voip_pre_authen
ﬁ woip_post_authen
-4 accounting_stop

2. Type the new realm name instead of <new id> text:

=43 Realms
2P Dynamic Realm Rules

-

ﬁ proxy _woip

ﬁ voip_acck_skart

@ woip_acck_sktap
ﬁ woip_pre_authen

ﬁ woip_post_authen

ﬁ accounting_stop

] def
I'_—'If]h State Servers ‘LI

3. Click 'Apply changes'.
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RADIUS Realm Settings

A realm defines how a RADIUS client request is handled by the server. When a realm is selected for packet processing, it
defines its processing stages.

Each realm can be configured through these tabs:

Realm rules settings

Authentication settings

Authorization settings

Accounting settings

Logging packets

Use up and down arrows on the application toolbar to change the order of realms in the list:

File Wiew Commands Help

It's significant because ClearBox Server selects the first matching realm from the list, so even if there's another realm with
matching rules, but it's goes later in the list, it will not be selected. We advice you to place more specialized realms at the top

of the realms list.
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Realm Rules Settings

This dialog lets you define a realm rule which determines when the realm is selected to process a newly received
authentication or accounting request from a client. Besides, realm rules allow to specify possible user name transformations.

| Authentication | Authornization Accounting

Iau:u:t_start Realm ID [ Default realm

Reealm matching rule
i~ Mone

. By uset name:
= By Fully qualified user name:
™ By client IP address:

¥ By RADIUS attributes:

+ | Atktribuke | Yalue | _Oomparison | Fequired |
Acck-Status-Type Start equal ves

= | h3z3-setup-time present ves

Treat this attribute as user name:

Rewrite User Mame. .. |

Apply Changes |

Realm ID. This is an arbitrary name given to the realm at its creation and uniquely identifying it. No two realms may have
equal IDs.

Default realm. Check this option to mark a realm as default, i.e. one selected for a request handling when no other
matching realms were found. Note, that only one one realm can be marked as 'default’.

None. Select this option to turn off realm matching rules. This realm can be chosen for packet handling only if it's marked as
default or it's selected as default in client settings.

Available realm rules

By user name. Select this option if a realm should handle requests with user name in form <user name><some
delimiter><user domain name> or <user domain name><some delimiter><user name>, where the most common delimiter
is the at sign '@".

. ‘ [ Domain name comes first
Domain delimiter; I (1]
Iw Strip off demain name

Diomain {any, if empty): IDOM.C'.IN v Return changed name in

Access-Accept

By fully qualified user name. This option is an advanced version of the previous rule type. Select it when a user name
may come in one of the listed forms with arbitrary domain or list of domains. This rule is particularly useful when a realm
should be selected during inner PEAP authentication phase.

% By fully qualified user name:

[ Use this rule anly For wireless PFEAP inner authenkication

Possible Forms: Where domain is:
W user@DoMAIN . Ay skring
v user@domain, com % any From the list:
[T DomMalMiuser M COmpant |;I

[ domain. comiuser |



™ strip domain name

By client IP address. Choose this option to make the realm be selected according to a request source IP address. (Note
that NAS address may differ from client address: original request issued by a NAS may be forwarded to the server by RADIUS
proxy. In this case that proxy is the RADIUS client.) You may add several clients to the list of realm clients.

By RADIUS attributes. Choose this option when a realm should be selected by one or several attributes from a request
packets. ClearBox Server may a realm if an attribute is present in the request; not present; its value is equal or not equal to
some value.

Rewrite User Name. Click the button to bring up the dialog window where you can specify the user name selection rule. It
allows choosing one of the three options:

Take User Name From the RADIUS Attribute x|
™ Use 'User-Mame' atkribute (common behaviar) CI:::
' Take the user name value From: Cancel |

| alling-Station-Id |

{* Rewrite User-Mame according ko khis rule:

[\d+@fiat Test.., |

¥ Use the second rule to define additional $x constant from a user name:

Skatic prefix: Fule-defined part: Skatic suffis:
| [ fid+r@la+ |

[ Use the suffix and the prefix only when input matches the rule

[ Rewrite only For accounting requests with no user name

[+ Return this name in &ccess-Accept:

- 'Use 'User-Name' attribute': ClearBox performs usual user names handling.

- 'Take the user name from': this option allows to specify what attribute should be treated as a user name.
For example, if Calling-Station-ID attribute is selected, then its value will substitute the user name. Besides, you
may check Return this name in Access-Accept to make this new user name be sent in pending accounting
requests.

- 'Rewrite user name according to this rule': ClearBox uses regular expression to transform the user
name. Use {} braces to specify the actual text in the input that matches the expression inside the braces and
should be placed as the user name. Regular expression syntax is explained here. If the actual name doesn't
match the pattern set, it's not rewritten at all.

For example, when the rewriting rule is {[a-zA-z]*}([0-9]*){[a-zA-z]*}, and UserName=test45645login,
the server translates it to testlogin. The first pair of {} brackets puts 'test' into the resulting name, digits are
skipped, the second group of letters indicated by {} is added to the name. The result is testlogin. Click Test...
to test your regular expressions.

- Use the second rule to define additional $x constant from a user name. Simple rewriting with a
regular expression rule may be not enough when two separate parts of a user name should be used
somewhere. This option allows to extract some part from a user name, add a prefix and/or a suffix to the
result and assign to the $x key. This key then may be used along with other keys. $x is empty (no suffix and
prefix are added) if the second rule was not matched and Use the suffix and the prefix only when input
matches the rule option is set.

Say, a user specifies his login name in the following manner: 8635678761@john, where 8635678761 is a phone
number to make a callback call to, and john is the name itself. You may rewrite the name to john to
authenticate him, but callback humber may be useful, too. Using the second rule, you may extract the number:
{\d+}@\a+, and assign it to $x. It may be used later in a SQL command, for instance.

Click 'Apply Changes’ to save your changes.
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Dynamic Realm Rules

ClearBox can select a realm for request processing using a SQL command. The common use case for it is when some realm
condition involves checking large amount of data, such as a wholesale provider selecting realms by a dialed number stored in
a database.

Select Dynamic Realm Rules under Realms:

i =F Dwnamic Clients
2 diert tool [127.0.0.1]

% Realms

ECrynamic Realm Rules
Errar Reporting

e def
H-=" R,

Dynamic Realm Selection Fules |

W Use QL command ko query For realm IDs

Daka source: |5q| j

]

SQL cammand: | sELECT top 1 'RealmIDl’ where {Called-3kation-Id} in {select Mumber From DMIS)

apply Changes

Use SQL command to query for realm IDs. Use this option to turn on dynamic realm selection.

Data source. Select a configured data connection from the list which will execute the command.

SQL command. Type in the command here which selects exactly one row with one string field denoting a realm ID. If no
rows are selected, ClearBox uses common static realm rules.

1 Realm ID string

A command may include special keys ($u, $c, $n, $s) and any request attributes (read more).
Sample command: SELECT top 1 “RealmlD1" where ~{Called-Station-1d}" in (select Number from DNIS)

Click Apply Changes after any changes to these settings.
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Realm Authentication Settings

Each realm has its independent authentication settings. They define how a user should be authenticated.

|

Realm Rules

[~ Ignore user name and password (skip authentication)

Maximumm number of concurrent et oy Iﬁ
sessions (For all realm users); I':' EliE SERET U0 R

Authornization | Accounting |

Bllowed Protocals, ., |

— Wireless authentication settings
[ Select new realm by inner user identity (For PEAR authentication)

Ignore user name and password. Check this option on to skip user authentication.

Maximum number of concurrent session. Setting this value to a number larger than 0 makes ClearBox server check that
sessions established by a user does not exceeds this threshold. This value applies for every user authenticated within this
realm. Valid State server ID should be selected. If the number is zero, no check is performed at the realm level.

State server ID. Select a configured state server from the list to specify where ClearBox should take the information about
concurrent user sessions.

Select new realm by inner user identity (for PEAP authentication). In PEAP wireless authentication, a supplicant may
send fake user name in so-called ‘outer’ clear text phase and send real user name only during secure SSL-encrypted so-called
‘inner' authentication phase. Set this option, if another realm should be selected by this real user name sent through the inner
secure channel. Note, that there should be configured some realm with By fully qualified user name rule activated and
Use this rule only for wireless PEAP inner authentication option set.

Allowed Authentication Protocols.

Click the button to configure what authentication protocols supported by ClearBox server are allowed in this realm. This is
very important for wireless authentication, as only mutually compatible types should be chosen.

Available authentication databases:

Remote RADIUS servers.

Select this authentication method to turn ClearBox into a RADIUS proxy server and make it forward authentication requests to
another remote RADIUS server.

Windows NT/2000 domain or workgroup .

Select it if you have your users account already stored in a Windows domain, workstation or Windows Active Directory.
ClearBox can authenticate users against Windows domains, groups, workstations.

SQL database.

Choose this option to authenticate users against an external relational SQL-compliant database. ClearBox can use any existing
database structure, so no database redesign is needed.

Generic LDAP server.

Choose this option to authenticate users against an LDAP-compliant directory.

Click 'Apply Changes' when you have configured realm authentication settings and want to save them.
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Authentication Databases and Methods Compatibility

This table explains what authentication protocols may be used with authentication back-ends supported by ClearBox. If some
intersection is marked with No, ClearBox will reject a user with No cleartext password available message.

PAP | CHAP/EAP -MD5 | MS-CHAP | MS-CHAPV2 | EAP-TLS | PEAP/MS-CHAPvV2

SQL yes yes yes yes yes yes
Windows | yes no yes yes yes yes
LDAP yes no no no no no
RADIUS | yes yes yes yes yes yes
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Packets Logging Settings

This dialog defines how authentication request and reply request attributes may be logged to a database. This may be useful,
for instance, to track failed requests for better customer support.

Fealm Rules | Authentication | Authorization Accounting Logaing Packetz

Data source ID; Isql j

I Log procey-forwarded requestsresponses:

[~ Issue this SGL command ko log Access-Accept authentication transackion

[ Issue this SQL command ko log Access-Reject authentication transackion
Access-Reject command:

4

]

exec spHandlebialupReject '$u', {out:Reply-Message} 7

v Enable Syslog logging:

Message prioriky: IinFu:u

Syslog server
IP address:;

|12:-'.|:|.|:|

Lef Lo

Facility: Ilu:u:aIIII

Message skring:

Realm: $r Client: ¢ User: $u CallerID: {Caling-Station-Id} Resulk: $a

Apply Changes |

Data source ID. Select one of the configured data connections from the list.

Log proxy-forwarded requests/responses. Check this option to log attributes from proxy-forwarded packets. If this
option checked off, forwarded packets are not logged.

Issue this SQL command to log Access-Accept authentication transaction. Check this option to log successful
authentication request/response packets.

Access -Accept command. Type in SQL command here that logs RADIUS attributes.

You may use the special keys $u, $r, $c, $n, $s, $f, $h in the command to substitute user name, realm, etc.
from the request packet (see their meaning here). Besides these keys, you may insert attribute values from the
request and response packets into the command. Read more about it.

Sample command: <INSERT INTO Tablel(User, IPAddress, ServiceType) values("$u”, “{out:Framed-
IP-Address}”, “{$Service-Type?0}") >

You may use ‘out:' prefix to specify an attribute from a response packet. Thus {Framed-IP-Address} is an
attribute from Access-Request packet, while {out:Framed-IP-Address} is the one from an Access-Accept packet.

Issue this SQL command to log Access-Reject authentication transaction. Check this option to log failed
authentication request/response transactions.

Access -Reject command. Type in SQL command here that logs RADIUS attributes.

You may use the same keys as in Access -Accept command: $u, $r, $c, $n, $s, $f, $h (see their meaning
here). Besides, you may insert attribute values from request and response packets into the command. Read
more about it.

Sample command: <INSERT INTO Tablel(User, Reason, ServiceType) values("$u®, “{out:Reply-
Message}®, “{$Service-Type?0}") >

You may use ‘'out:' prefix to specify an attribute from a response packet. Thus {Reply-Message} could be an
attribute from Access-Request packet (but actually never used there), while {out:Reply-Message} is the one
from an Access-Reject packet.

Enable Syslog logging. Turn this option on to send received and sent RADIUS packets to a Syslog server.



Syslog server IP address. Specifies an IP address of the Syslog server.
Message priority. Select an appropriate message type from the list.
Facility . Select one from the list of protocol-defined values.

Message string. Type in a string pattern which is sent to the Syslog server. It may include special keys $u,
$r, $c, $n, $s, $f, $h (see their meaning here) and RADIUS attribute values from the request and response
packets. Read more about it. There are no syntax restrictions on this string.

Sample string: Packet received from the host: $c

Click 'Apply Changes' when you have configured realm authentication settings and needs to save them.
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Logging Discarded Packets

ClearBox can log discarded packets content to some data store using a SQL command. A packet can be discarded when a
packet sender is unknown, unproperly formed, not signed correctly due to mismatching shared secrets, etc. This information
is logged to a log file but may be useful when quick remote access to this data is needed.

These settings are global and don't depend on any realm settings.
Click Error reporting under Realms:
i dmd client bool [127.0.0.1]

El % Realms

i e acct_start
|;| m L

Logaing Dizcarded Packets |

v {ize 500 command to log discarded packets:

Data source: | sql j

4

S0L cammand: | insert into DiscardedRequests walues('$c’, "{User-Mame}', GETDATE(D =

apply Changes

Use SQL command to log discarded packets. Use this option to turn on logging.
Data source. Select a configured data store where packets are logged.

SQL command. Type in the SQL command here which inserts data in a database table. The command should not retrieve any
data. A command may include special keys ($u, $c, $n, $s) and any request attributes (read more).

Sample command: insert into DiscardedRequests(Host, Username) values("$c”, "{User-Name}")

Click Apply Changes after any changes to these settings.
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Realm Authorization Settings

This dialog helps you to configure so-called authorization lists. They are applied to an access request after it has been
accepted during the authentication process. Only the authorization 'Reject-Response’ list is applied for requests rejected by
the authentication.

Realm Rulez | Authentication | | Accounting | Lagaine

Reject-Response Lisk: Include these attributes in the response iF access request is rejecked:

Tvpe | Atribuke/Query | Yalue/Data Source |
datab... exec getDialupErrorMessage $h sql

Black, List: Reject user if these attributes are in the request;

L G 1 G 1

Type | Attribuke/Query | Yalue/Daka Source

Zheck List: List of atkribute thak are to be present in the request:
Type | Attribuke/Query | Yalue/Daka Source

Response List: Attributes to be included in the Access-Accept response:

Type | Attribuke/Query | Yalue/Daka Source |
datab... exerc getDialUpResponseattribotes ', sgl
&pply Changes

These lists allow to create flexible authorization rules. The lists may contain plain attributes defined explicitly by you or may
be retrieved from a database or directory service. Thus you may use static, unconditional attributes for all users in the realm,
and attributes retrieved from a database specific for particular users.

Black List

Check List

Response List
Reject-Response List

Black List

You add the attributes that SHOULD NOT be present in the request packet to the Black List. Thus you may explicitly define
what attributes are not granted. The server looks through the realm black list, and if any of the attributes from the list are
found in the request, then user connection is denied. You may configure that both attribute name and value should match or
it's sufficient that attribute present whatever value it has, to reject the request.

Various policies can be constructed with the help of this list. For example, Calling-Station-1D attribute can be added to block
users who dial in from a particular phone number.

Check List

The Check-List is an alternative to the Black List. You place RADIUS attributes that SHOULD be present in the request in the
list. The request is accepted only if all attributes from the Check List are present in the request. You may configure that both
attribute name and value should match or it's sufficient that attribute names should be equal to accept the request. An
attribute in the list can be marked as ‘default’. In this case the attribute may be not present in the request.

A variety of rules could be enforced by including appropriate attributes in the Check List. Only certain users might be
permitted to use ISDN connections, or dial in to a particular NAS. Or, Caller ID could be used to validate a user against a list
of legal originating phone numbers.

Response List



The Response List defines what attributes should be included in the successful response packet granting access to a user.
The Response List usually provides additional parameters that the NAS needs to complete the connection, typically as part of
PPP negotiations. In other words, the Response List defines a connection profile, a set of properties that are applied to a
connection when it is authorized.

By including appropriate attributes in the Response List, a variety of connection policies could be applied. Specific users could
be assigned particular IP addresses or IPX network numbers, IP header compression could be turned on or off, or a time limit
could be assigned to the connection.

Reject-Response List

The Reject-Response List defines what attributes should be included in the Access-Reject response packet sent when user
authentication request is rejected.
The Reject List may be used in VolP applications, for instance, to return h323-return -code attribute to an IVR script.

Click 'Apply Changes' to save list changes.
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Realm Accounting Settings

This dialog lets you specify what ClearBox Server should do with the accounting data received from RADIUS clients. This data
contains information about user sessions and connection details, such as transferred traffic amount, session duration,
connection speed and more. This information may become vital for billing users or tracking user sessions.

ClearBox supports three types of logging RADIUS accounting data, and all of them may be used simultaneously for a single
accounting request.

Proxy -forward accounting packets to these remote RADIUS servers.

Checking this option you make ClearBox work as a RADIUS proxy and forward accounting requests to a remote RADIUS
server.

Log packets to database.

Check this option on to log accounting data into a database table. ClearBox doesn't dictate database structure somehow, so
you may use any existing database table.

Log packets to file.

Turn this option on to make ClearBox Server log accounting data to a log file. Two log formats are supported: Livingston
format first introduced in Livingston RADIUS server and CSV (comma-separated -values).

Click 'Apply Changes' to save accounting settings.
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Accounting Services

It's often required that a RADIUS server logs accounting records to a file. Here are described two most wide-spread log file
types.

CSV Accounting

One of the widely used formats of accounting records is so-called CSV (Comma Separated Values) format, where every
accounting record value is separated by some character (usually by comma), and every new record starts on a new line. This
format is supported by most billing and accounting systems and may be imported to the major spreadsheet or relational
database applications.

As an option, logfile may contain names of logged attributes in the order as they appear in the file. Here's an example of how
RADIUS accounting packets are logged in this format:

Acct-Session -1d,User —-Name,NAS -1P-Address,Acct -Terminate -Cause,Acct -Session -Time
""131234","localadmin',192.168.2.4,User -Request,15
'*131235","Wictor',192.168.2.4,Lost -Carrier,2234

'"131236","Marry',192.168.2.4,User -Request,2355

131237, ""manager',192.168.2_4,Session -Timeout,3600

Livingston Accounting

One of the widely used formats of accounting records is so-called 'Livingston', or Lucent format as it was introduced by
Livingston RADIUS server. It's supported by most billing and accounting systems.

Livingston accounting format records are multi-line records with one attribute = value pair listed per line, and with records
separated by a blank line. Here's an example of how RADIUS accounting packets are logged:

Tue Apr 08 10:21:24 2003
Acct-Session-1d = '8732423"
User-Name = "localadmin"
NAS-1P-Address = 192.168.2.4
NAS-Port = 1121
NAS-Port-Type = ISDN
Acct-Status -Type = Start
Acct-Authentic = RADIUS

Calling -Station-1d = "8615681265"
Service -Type = Framed-User
Framed -Protocol = PPP

Framed -IP-Address = 217.32.56.12
Acct-Delay-Time = 0

Tue Apr 01 10:21:34 2003
Acct-Session-Id = '8732423"
User-Name = "localadmin®
NAS-I1P-Address = 192.168.2.4
NAS-Port = 1121
NAS-Port-Type = ISDN
Acct-Status -Type = Stop
Acct-Session-Time = 10
Acct-Authentic = RADIUS
Acct-Input-Octets = 8
Acct-Output -Octets = 20

Calling -Station-1d = "8615681265"
Acct-Terminate -Cause = User-Request
Service -Type = Framed-User

Framed -Protocol = PPP
Framed -1P-Address = 217.32.56.12
Acct-Delay-Time = O

Both these formats are supported by ClearBox Server.
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Configuring SQL Queries

ClearBox Server uses special extensions to the syntax of SQL commands used by to authenticate a user, to select an
authorization list items, accounting or state server queries. The actual SQL dialect depends on the database source used.

You may use the following special keys in a query string to substitute them by user name, realm and other values from the
request packet (still the use of keys is not limited by SQL commands; say, they may be used in LDAP strings):

$u - denotes user name after all transformations are made to it (e.g. domain name was stripped off or user name was
rewritten).

$r - denotes current realm name chosen for packet processing.
$c - denotes IP address in dotted form (e.g. 192.168.2.5) of a client which sent the original request.

$n - denotes IP address of a NAS which issued the accounting request. If the request has not been forwarded it's the
same as $c.

$s - denotes a number of connections currently opened by the user. Is valid if a valid state server is selected in the
State server ID list on the 'Authentication’ tab.

$p - denotes a password sent in access request. Is available only when there's a PAP password in a request.
$f - denotes an IP address of the host where a request has been forwarded to by the RADIUS proxy.

$h - denotes a ‘'reject hint' number selected by an authentication SQL command rejecting a user connection. It may be
used in a Reject list.
$x - extended user name, may get its value from the extended user name rewriting.

For example, if you configure the authentication query command <SELECT Password FROM Users WHERE
Username="$u" AND CurrentBallance>0 AND UserRealm="$r"= in the realm ‘MyRealm’, then on reception of
an access request with user name 'john' it's executed as <SELECT Password FROM Users WHERE
Username="john®" AND CurrentBallance>0 AND UserRealm="MyRealm®">. If no password is returned by the
query or it doesn't match the password in the request, then user authentication is rejected.

RADIUS Attributes Options

Besides these special keys, you may insert attributes from authentication/accounting request packets into a SQL command
string:

{<$>Attribute Name<:tag><?Default value>} or {<$>Attribute type<:vendor ID:vendor type><?Default value>} (<>
means that this element is optional).

For example, {Framed-IP-Address} is substituted by Framed-IP-Address attribute value from the request packet. If $ is
placed before attribute name, its numeric value is used instead of its literal alias. Suppose, there's Framed-Protocol=PPP in
the access request, then {Framed-Protocol} is replaced by PPP, while {$Framed-Protocol} is replaced by 1. If an attribute is
not found in the request, it may be replaced by a default value specified after ? sign: {$Service-Type?2} is replaced with 2 if
Service -Type is not found.

Besides, attributes may be specified by their numeric equivalents: {Service-Type} is the same as {$6}. Vendor-Specific
attributes are written in the form 26:vendor ID:vendor type. MS-CHAP -Domain, for instance, may be represented both as
{MS-CHAP -Domain} or {26:311:103}, where 311 is Microsoft vendor ID.

Sample SQL command: INSERT INTO Accounting(User, Duration, IPAddress) VALUES("$u®, {Session-Time},
“{Framed - 1P-Address?0.0.0.0}")

Tagged attributes. If an attribute is tagged, i.e. describes a tunnel, the attribute name string can be appended by the tag
value which is used to provide a means of grouping attributes in the same packet which refer to the same tunnel. Valid values
for this field are 1 through 31, inclusive. If the tag zero (0), it is ignored (unused). For example, {Tunnel-Private -Group-1D:1}
will be replaced by actual attribute value with '1' tag value.

Cisco and Quintum Specific Attributes Options

ClearBox uses special syntax for specifying Cisco-AV-Pair attributes in SQL commands. This attribute value has the form
"actual-attribute-name=actual value". For example, Cisco-AV-Pair = "vpdn:ip-addresses=10.1.1.1". This value itself contains
an attribute name "ip-addresses”, the service specificator "vpdn" and the value "10.1.1.1". In order to make ClearBox log this
value correctly, you should specify {Cisco-AV-Pair:vpdn:ip -addresses}.

Other Cisco and Quintum attributes have similar syntax. For example, h323-call -type attribute may have "h323-call-
type=Telephony" value. ClearBox handles such attributes automatically, so when it meets {h323-call-type} in the SQL query
string, it cuts off the "h323-call-type=" part, logging only "Telephony".

ClearBox automatically handles h323-setup-time, h323-connect -time and h323-setup-time attributes. If they are used
in a SQL command with the '$' sign, the server converts they string values to date/time values and puts into a command (in
the format corresponding to the regional settings). Thus, when the attribute-value pair is 'h323-setup-time=22:39:48.353 MSD
Mon May 17 2004', {$h323-setup-time} will be changed to '05.17.2004 22:39:48".
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Private RADIUS Attributes

Besides standard and vendor-specific RADIUS attributes ClearBox Server supports some internally used attributes which may
be used in Check Lists.

ClearBox currently supports one attribute: Login-Time.
Login-Time

This Check List attribute is helpful if you want time-based authentication of a user. Time-based authentication allows you to
restrict user's login based on day of week and time of day.

Login-Time has two parts:

1. Weekday specification
2. Time Duration.

Weekday Codes and meanings:

Code Description

Su Sunday

Mo Monday

Tu Tuesday

We Wednesday

Th Thursday

Fr Friday

Sa Saturday

Al All days of week

Time -Duration Specification:

This part has time duration in following format. HHMM-HHMM, where HH means starting/ending hours and MM means
starting/ending minutes.

For example, §Al0100-0900¢ value means that user can only login between 1:00 am ~ 09:00 am any day of week.
IMoWeTh2100-0900i value means that User can login on Monday, Wednesday and Thursday between 9:00 pm ~ 9:00 am. You
can have multiple time specification separating each with a 4,6 (comma). For example, if we specify above both specifications
in one, it would look like following:

Al0100 -0900, MoWeTh2100-0900
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Regular Expressions Syntax

This table lists the metacharacters understood by ClearBox Server and which may be used in matching RADIUS attributes or
in user name rewriting rules.

Metacharacter Meaning

Matches any single character.

[] Indicates a character class. Matches any character inside the brackets (for example, [abc] matches "a",
"b", and "c").
n If this metacharacter occurs at the start of a character class, it negates the character class. A negated

character class matches any character except those inside the brackets (for example, [*abc] matches all
characters except "a", "b", and "c").

If ~ is at the beginning of the regular expression, it matches the beginning of the input (for example, »
[abc] will only match input that begins with "a", "b", or “c").

- In a character class, indicates a range of characters (for example, [0-9] matches any of the digits "0"
through "9").

? Indicates that the preceding expression is optional: it matches once or not at all (for example, [0-9][0-
9]? matches "2" and "12").

+ Indicates that the preceding expression matches one or more times (for example, [0-9]+ matches "1",
"13", "789", and so on).

* Indicates that the preceding expression matches zero or more times.

??, +?2, *? Non-greedy versions of ?, +, and *. These match as little as possible, unlike the greedy versions which
match as much as possible. Example: given the input "<abc><def>", <.*?> matches "<abc>" while <.*>
matches "<abc><def>".

) Grouping operator. Example: (\d+,)*\d+ matches a list of numbers separated by commas (such as "1" or
"1,23,456").
{} Indicates a match group. The actual text in the input that matches the expression inside the braces is

placed in the ouput, i.e. in the rewritten user name.

\ Escape character: interpret the next character literally (for example, [0-9]+ matches one or more digits,
but [0-9]\+ matches a digit followed by a plus character). Also used for abbreviations (such as \a for any
alphanumeric character; see table below).

If \ is followed by a number n, it matches the nth match group (starting from 0). Example: <{.*?}>_*?</
\O0> matches "<head>Contents</head=>".

$ At the end of a regular expression, this character matches the end of the input. Example: [0-9]$ matches
a digit at the end of the input.

| Alternation operator: separates two expressions, exactly one of which matches (for example, T]the
matches "The" or "the").

! Negation operator: the expression following ! does not match the input. Example: alb matches "a" not
followed by "b".

Abbreviations

ClearBox can handle abbreviations, such as \d instead of [0-9]. The following abbreviations are supported:

Metacharacter Meaning

A\a Any alphanumeric character.
\b White space (blank).

\c Any alphabetic character.

\d Any decimal digit.

\h Any hexadecimal digit.

\n Newline.

\q A quoted string.

\w A simple word.

\z An integer.
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RADIUS Clients

A RADIUS client is a network device or a software application that contacts ClearBox Server when it needs to authenticate a
user or to record network connection accounting information. RADIUS clients are often referred as NAS, Network Access
Servers. A client sends authentication or accounting request to ClearBox server. Then the server checks the authenticity of a
user and replies with either accept or reject messages.

You may specify the list of authorized clients in several ways:

Plain list of clients known to the server. You should then manually create then a node for each client, define its IP
address and a secret shared with the server.

List of clients stored in a database table. When defined, the server loads this list at startup. All you need it to select a
database source where the list of clients is stored, and a SQL query retrieving them.
This option may be useful when the number of clients is too high, or it's easier to manage them in a database table.

Client secrets and addresses queried dynamically by the server at run-time when it receives a request from unknown
client. It may be used when clients are added to a database dynamically and are not known at the server startup.

A client may have a default realm. If no realm is chosen by realm selection rules, then this client's default realm is used for
packet processing.

See how to configure a client.

How to add a new client:

1. Right-click the 'RADIUS clients' node in the left tree and select 'Add New Client':

IZ:III_I'E. Clienks I I I
Savear e Add Mew Cli
..... ) client kool | Delete Client
----- a cisco [192,168,2,45]
----- = ciscol [192.168,10.1]
----- = ciscoz [192.168,10.2]
----- = cisco3 [192.168,10.3] c
----- = ciscod [192.168,10.4]
----- = ciscos [192.168,10.5]
----- = cisco6 [192.168,10.6]
----- =) test [217.26.21.11]
----- = bestz [217.26.21.16]
----- =) cisco7 [192.165.10.7]
EI--% Realms

i Dvnamic Realm Rules

Mmoo

m

2. Type the new client name instead of <new id> text:

- RADIUS Clients
--f==p Dynamic Clients

& client tool [192, 168, 10
= cisco [192.168.2,45]
= ciscol [192.168,10.1]
= ciscoz [192.168,10.2]
= cisco3 [192.168,10.3]
= ciscod [192.168,10.4]
= ciscos [192,168.10.5]
= ciscof [192,168,10.6]
=) test [217.26.21.11]
=) testz [217.26.21.16]
= cisco7 [192.168,10.7]

=& Realms

3. Configure its settings and click '‘Apply changes'.
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RADIUS Client Settings

This dialog allows to set up a new RADIUS client sending requests to ClearBox Server.

| Clent |

| cisca? Clignt 10
Client IF address: I 192 168 .10 . 7 From DS Mame |

Shared secrek: I 858sdgn7tavi|

™ Use another secret for accounting

Accounting shared secret: I

Default realm: Ipru:uxy_vu:uip j

apply Changes |

Client ID. This is an arbitrary name given to the client at its creation and uniquely identifying it. No two clients may have
equal IDs.

Client IP address. IP address of the RADIUS client, uniquely identifying it in the network. Click 'From DNS Name' to
resolve it from the DNS client name. You may set 1.1.1.1 as the address to make this client match all incoming requests from
any IP addresses.

Shared secret. A secret that this client shares with ClearBox Server. The secret should be chosen as a good password as it
used to encrypt passwords and protect packets from being hacked.

IMPORTANT: Secrets are case-sensitive: upper- and lowercase letters make a difference!

Use another secret for accounting. Check this option and input another secret in the Accounting shared secret box if
you need to have two distinct secrets to protect authentication and accounting client-server conversations.

Default realm. While a matching realm is selected by ClearBox basing on realm rules, it may happen that no matching realm
is found to handle the request packet. ClearBox Server then looks at the client's default realm selected in this list. If there's
none the server looks up then a realm marked 'default’. If it's not found, reject packet is issued back to the client. Only one
realm may have this option turned on.

Apply Changes. Click to save the new client settings or save the changes made to its configuration.
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Dynamic Clients Settings

When the number of RADIUS clients is too large for listing then manually in Configurator, it may become useful to store the
clients in some SQL data source.

ClearBox offers two options here:

Query a data source at the server startup for the list of authorized clients and their secrets.
Query for client secrets at run-time, just when it receives a request from an unknown client.

Select Dynamic Clients under RADIUS Clients:

SEGHE|+ ¢ B[

== RADILS Clients

s &Ly narnic Clients
oo client kool [127.0.0.1]

E% REaIms

Dynamically Bequested Clients |

Diata source: Iuser’s j

LIy 7]

skring: B
Preview Resulks | IP address | Secret | Cefault realm |

4

(;f'l:u_er';.-' select SharedSecret from MASES where ClientIPAddress="¢c’ =
string:

Data source. Select a database source from the list. This source will be queried for the clients list.

Query string. Specifies the SQL command selecting client IP addresses and secrets at the server startup. Each row returned
by the query should have two or three fields. The first row is a string with client's IP address or a number representing this
address (in network-byte order). The second field should be a string with the secret shared by the client. The third field is
optional and may be a string with client default realm name.

Field Meaning Type
1 IP address _string/4 bytes
integer
2 Secret string
3 (optional) Default realm | string
ID

Query for client secrets at run-time. Check this option on to make the server issue the Query string query each time it
receives a request from an unknown client (this client IP address is denoted by $c). This SQL command should select one row
with one field containing the string with the secret from the Data source. If no row is selected, all requests from this host are
discarded.

1 Secret string

The typical query string is:



SELECT Secret FROM NASes WHERE IPAddress="$c’

Apply Changes. Click to save the query and other database settings.

Preview Results. You may click it to preview the result of the query specified.
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SQL Data Sources

A data source is a connection to some SQL-compliant data source. These four general types of data sources are currently
supported:

Any ODBC database;

Any OLE DB-compliant database;
MS SQL Server;

MS Access database.

ClearBox can work with multiple data connections simultaneously. This means that several databases can be used at the same
time for different purposes. Currently data bases are used to store lists of RADIUS clients and shared secrets, user accounts
(e.g. their names, passwords, optional fields), accounting records and ‘authorization lists' (i.e. lists of attributes that should or
should not be present in an access request packet or should be included in response packets granting access to a user).

When creating new a data source, give it a name, then define its type.

For MS Access database connection, you should specify a path to the database file. Optionally user name and password
can be set.

For MS SQL Server, you define the database server (IP address of the server machine or its network name), database
name and authentication credentials. Both native MS SQL server authentication and integrated Windows authentication
are supported.

For ODBC data connection, select its system DSN and optionally a user name and a password.
For OLE DB data connection, specify its connection string and optionally a password.

A connection may be marked as 'delayed ‘. In The server connects then to the data source not at startup but at the moment
when this connection is required for the first time.

By default the server is configured to use <server folder>\AAA\general.mdb MS Access database.

See how to configure a data source with Configurator.

How to create a new data connection:

1. Right-click the 'Data Sources' node in the left tree and select 'Add New Data Source':

- L LICE, 130
E@ Daka Sources _I '

2. Type the new data connection name instead of <new id> text:

El‘@ Drata Sources
P users
sql

) id =

=B Remate RADTIS Ser

3. Configure its settings and click '‘Apply changes'.

© 2001-2007 XPerience Technologies. www.xperiencetech.com




ClearBox Enterprise ServerE 2.0. User's Guide

SQL Data Source Settings

In this dialog you specify the settings of the connection to a data source used by ClearBox Server.

[rata Source

sql Data Source ID

Data source bype:
™ M5 Access SO server: | 192,168,10,133,2433
{* M5 SOL Server

Database: I production
" ODBC data source
" COLE DB data source
Lser name: I elugens_n
Auko reconnect inkerval: IEI Password: I**********
Tesk conneckion interwal: I n Metwark Library: ITCP."IF' j
¥ Automatically reconnect an errars [ Use Windows authentication

[" Delaved connection

apply Changes | Test Conneckion |

Data Source ID. This is an arbitrary nhame given to the data source at its creation and uniquely identifying it. No two data
sources may have equal IDs.

Data source type. Select one of the following supported data connection types.

MS Access (Microsoft Access database).

MS SQL Server.

ODBC data source (any database/server with ODBC driver).

OLE DB data source (any database/server with OLE DB provider).

Depending on the data source type, the following settings are available:

Database path. The location of MS Access database file. It may be a fully-qualified path (e.g. ‘c:\DB\mydb.mdb") or may
start with the dot and slash (.\) - in this case it's opened from the \AAA\ folder (e.g. .\mydb.mdb).

User name. Is optional, and lets to specify the user login granted to access the data source.

Password . Is optional, and specifies the password of a database user.

SQL server. Used for MS SQL Server connections and specifies the IP address or machine name of the SQL server.
Database . Used for MS SQL Server connections and specifies the database to which connection is established

Use Windows authentication. If this option is selected, SQL server checks ClearBox Server authenticity by its Windows
account (i.e. account under which ClearBox service runs), not by user name and password.

System DSN. Selects configured system DSN (Data Source Name) for an ODBC data source.

Connection string. Used to specify a connection string for an OLE DB connection. You will use 'Build' button to build the
connection string rather than typing it from the scratch. Note, that a password is never stored in the string, and it's inputted in
the Password box separately as it's stored encrypted.

Auto reconnect interval. Specifies the time interval (in minutes) when ClearBox should automatically reopen a connection
with the data source. No reconnection occurs when this value is O.

Test connection interval. Specifies the time interval (in minutes) when ClearBox should test a connection with the data
source. It may be useful when the data source represents a connection to a remote database server, and network errors may
occur. No connection testing occurs when this value is O.

Automatically reconnect on errors. Turning this option on, you make ClearBox establish a new connection to the data
source each time it fails.

Delayed connection. By default ClearBox Server opens connections with all configured data sources at startup. If this



option is selected, then the connection is established just when it is really required for the first time.

Test Connection. Click this button before saving the data source settings to make a connection to the data source and verify
that it is properly configured.

Apply Changes. Click to save the new data source settings or their changes.
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LDAP Servers

An LDAP server is a directory service like Active Directory, OpenLDAP, Novell eDirectory, Oracle Internet Directory,
Sun ONE used to store and manage structured organization information. When used in authentication, and LDAP server is a
storage of users accounts, their passwords and other user-related data.

ClearBox can connect to several LDAP servers simultaneously. This means that several directories can be queried at the same
time for authenticating a user of retrieving its attributes to compose 'authorization lists' (i.e. lists of attributes that should or
should not be present in an access request packet or should be included in response packets granting access to a user).

See how to configure a data source with Configurator.

How to create a new data connection:
1. Right-click the 'LDAP servers' node in the left tree and select 'Add New Server':
B- Eﬁ Data Sources "]

users
accounking

2. Type the new server name instead of <new id> text:

e

¢ = accounting
EI @ LOAP Servers

i E Remu:ute RADIUS Servers
= ,IE], RADIUS Clients
{2 Dvnamic Clients

3. Configure its settings and click 'Apply changes'.
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LDAP Server Settings

In this dialog you specify the settings of the connection to an LDAP server used for authorization and/or authentication.

I local LDAP server ID

Host: |12:-'.|:|.|:|.1

Port: 389

% LDAP version 2

" LDAR version 3

[ Use 351 encryption

| Keep exisiting connection

¥ Authenticate on the server:

User DH: | manager

Passward: I ——

Conneckion timeout (seconds): I 3

¥ Delaved connection

apply Changes | Tesk Connection |

LDAP server ID. This is an arbitrary name given to the server at its creation and uniquely identifying it. No two servers may
have equal IDs.

Host. Type in a host name or a dotted string that represent the IP address of the host running an LDAP server to which to
connect. It SHOULD be a host name when Use SSL encryptionis turned on.

Port. Defines the TCP port number to which to connect. By default it is 389 for simple connections and 636 for SSL-secured.

LDAP version. Switches ClearBox between second and third LDAP versions (depending on the version supported by the
server).

Use SSL encryption. When this option is turned on, ClearBox Establishing a secure LDAP connection using SSL.
Keep existing connection. Will be implemented in future versions.
Authenticate on the server. Used for directories which require authentication for any search operations.
User DN. Full user name.
Password . Specifies the user password.
Connection timeout. Specifies the number of seconds to spend in an attempt to establish a connection before a timeout.

Delayed connection. By default ClearBox Server opens connections with all configured servers at startup. If this option is
selected, then the connection is established just when it is really required for the first time.

Test Connection. Click this button before saving the server settings to make a connection to the server and verify that it is
properly configured.

Apply Changes. Click to save the new LDAP server settings or their changes.
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Remote RADIUS Servers

A RADIUS server is a remote host running RADIUS server and handling authentication and accounting requests. ClearBox
Server may be configured to forward requests to these servers. When proxy-forwarding is enabled, ClearBox becomes a
RADIUS client. It works as a proxy and forwards requests from clients to remote servers, then replies to a client with the
response received from the remote target server.

A remote server has its IP address and a secret shared with ClearBox server. This secret serves as a special password to
protect communications between ClearBox and the remote server. Besides, you should set authentication and/or accounting
ports, and retransmission policy parameters. It's invoked when ClearBox doesn't receive a response from a target server and
has to re-send it.

Note. You SHOULD define the same shared secret both in ClearBox configuration and on a remote RADIUS server.

There's no need to configure remote servers if you use local authentication or accounting, and no proxy-forwarding is
enabled.

See how to configure a remote server.

How to create a new remote RADIUS server:

1. Right-click the 'Remote RADIUS Servers' node in the left tree and select 'Add New Server':

= Add Me 18
El le RADIUS Clients Delete Server
© L Dvnamic Clients T

2. Type the new server name instead of <new id> text:

El E Remu:ute RADIUS Servers
- -B vnlpserver [192 165.10.143]

= /ml oArT S ek

3. Configure its settings and click ‘Apply changes'.
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Remote RADIUS Server Settings

In this dialog you specify the settings of a remote RADIUS server to which ClearBox can forward authentication and/or
accounting requests.

RADIUS Server |

I WOIpSErEr RADILS Server ID
Server IP address: I 192 . 168, 10 , 143 From DMNS Mame |

Shared secret: I cg4sehkbsdt

™ Use another secret for accounting

Accounting shared secret: I

futhentication server pork: 1710

Accounting server pork: 1711

Forwarding retries:

Wait For response before retrying, seconds: | 3

111

Maximurn Forwarding retries:

apply Changes |

RADIUS Server ID. This is an arbitrary name given to the server at its creation and uniquely identifying it. No two remote
servers may have equal IDs.

Server IP address. IP address of the remote server uniquely identifying it in the network. Click From DNS Name to
resolve it from DNS server name.

Shared secret. The secret that this server shares with ClearBox Server. The secret should be chosen as a good password as
it used to encrypt passwords and protect packets from being hacked.

IMPORTANT: Secrets are case-sensitive: upper- and lowercase letters make a difference!

Use another secret for accounting. Check this option on and input another secret in the Accounting shared secret box
if you need to maintain two distinct secrets to protect authentication and accounting client-server conversations.

Authentication server port. UDP port number on which the remote RADIUS listens to authentication requests.
Accounting server port. UDP port number on which the remote RADIUS server listens to accounting requests.

Forwarding retries. If ClearBox has issued a request to a remote server and doesn't receive a response within Wait for
response before retrying time span, then it retries several times specified by this parameter until all attempts are
exhausted. If this parameter is zero, then ClearBox tries only once for each request.

Maximum forwarding retries. If some realm is configured to forward a request to several remote servers, then ClearBox
tries them in order. If it failed to receive a response from the remote server this number of times it switches to the next
server in the list.

Apply Changes. Click this button after you have added new remote server or made changes to its settings.
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State Servers

A state server is the place where ClearBox Server stores information about currently established user connections. When a
connection is opened and a user's session starts, ClearBox uses accounting request to add an entry to the state server about
this session. When the session is terminated, ClearBox removes its entry from the state server table.

State servers are used by ClearBox to perform ‘'double-logon prevention’, i.e. to control the number of sessions a user may
start simultaneously. You may configure this value as a global realm value, when this limit is checked for every user
authenticated in the realm, or for a particular user. In the latter case the limit value is retrieved from a database.

State server is implemented as a database table, where all rows represent current connections to NASes. All you need when
setting up a new state server is to specify SQL commands used to add a row, remove it, or clear all entries when a NAS
reboots.

See how to configure a state server.

How to create a new state server:

1. Right-click the 'State servers' node in the left tree and select 'Add New State Server':

Delete State Server

Press F1 Frr Heln

2. Type the new state server name instead of <new id> text:

3. Configure its settings and click 'Apply changes'.
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State Server Settings

This dialog lets you configure a state server, a database table where the information on current user activity is stored.

State Server |
I statel State Server ID
Drata source I Iusers j

‘Session is starked' SOL command:

insert into ActiveSessions{UserMame, MAS,Port) @'
values('d', Y MAS-IP-Address ' {NAS-Port?0k) —
‘Session is in progress' 3L commands;

z
‘Session is kerminated' SOL command:
delete fram ActiveSessions where UserMame="$u’ and MAS="{MA3-IP-Address} @
and Port={MA3-Paort? 0}
‘iGet concurrent sessions number’ quersy;
select COUMT({UserMame) from Activesessions where UserMame="$0' @'
‘ficcounting is skopped’ SOL command:
delete From ActiveSessions where MAS="{MAS-IP-Address} @'

apply Changes

State server ID. This is an arbitrary name given to the state server at its creation and uniquely identifying it. No two state
servers may have equal IDs.

Data source ID. Select a configured data source where the state server information is stored and managed.

‘Session is started' SQL command. You should specify a command here which adds a new record to the state server, i.e.
inserts a new row in a database table on receiving Accounting-Start request.

You may use all the special symbols and RADIUS attributes described here. The command should not return any rows. Empty
command is allowed.

A typical command is <INSERT INTO ActiveSessions(User,NAS,Port) VALUES("$u”,"{NAS-IP-Address}",
{NAS -Port?0}) >.

'Session is in progress' SQL command. You should specify a command here which possibly updates the state server on
receiving Interim-Accounting request.

You may use all the special symbols and RADIUS attributes described here. The command should not return any rows. Empty
command is allowed.

'Session is terminated' SQL command. This command removes an entry from the table when a session terminates on
receiving Accounting-Stop request. You may use exactly the same syntax as in the previous command. The command should
not return any rows. Empty command string is allowed.

Sample command: <DELETE FROM ActiveSessions WHERE User="$u® AND NAS="{NAS-IP-Address}" AND
Port={NAS -Port?0} >.

'‘Get concurrent sessions number' query. This mandatory SQL command is run by the server in order to substitute $s in
the authentication query with an actual value or to check against a global concurrent sessions limit defined in a realm. You
may use exactly the same syntax as in the previous commands. The command should return one row with exactly one
numeric field containing the number of active sessions started by a user.

1 Sessions number | integer

Sample command: <SELECT COUNT(ID) FROM ActiveSessions WHERE User="$u">.

'‘Accounting is stopped’ SQL command. This SQL command is optional and is executed when the server receives



Accounting-On or Accounting-Off requests. This command should clear all the entries for the NAS which is turned on or off.

You may use exactly the same syntax as in the previous commands. The command should not return any rows. Empty
command string is allowed.

A typical command is <DELETE FROM ActiveSessions WHERE NAS="{NAS-IP-Address}" >.

Apply Changes. Click this button after you have created the new state server or have made changes so to save them.
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Server Meta Configuration

By default, ClearBox loads its configuration from XML file edited with Configurator. This approach works well for installations
with a relatively small number of realms, remote RADIUS servers, etc...

When used in large environments (in a wholesale ISP, for instance), the number of such objects may increase dramatically,
and managing them with Configurator may become complicated. Another case is a demand for remote configuration
managing.

ClearBox Enterprise Server offers the new feature called 'Meta configuration'. It makes ClearBox load its configuration
settings from any supported data source, while only this data source configuration is stored in the XML file.

One has to input configuration details data manually in the meta data source. Configurator only lets you browse the result.
Switching to meta configuration mode:

1. Set up a necessary database.

Run metaconfig.sql from the ClearBox package to create necessary tables (it's in MS SQL server dialect, while other
database engines may require manual editing).

3. Input necessary data into the tables. See meta database schema for its understanding.

4. In Configurator configure the meta data source.

5. Preview your meta configuration in Configurator. If it's loaded with no error messages, save changes to the
configuration.
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Configuring Meta Data Source

This dialog allows you to switch between plain and meta server configuration.

= Meta Configuration
¥ Load server configuration from XML File
I'_'I E Remnte RADILIS Servers Load server configuration From this data source
s B voipserver [192.168.1
'-—-| .IE-! RADIUS Clients Data Source I0
=P Dynamic Clients
----- B client kool [192.168. 10 Data source type:

4 cisco [192,168.2,45)

| ciscol [192.168.10.1] " M5 Access S server: | 127.0.0.1
3 cisco2 [192.168.10.2] 5 M5 5QL Server Database: | ClearBox
| cisco3 [192.168.10,3] " ODBC data source

f, Ciscod [192,168.10.4] {” OLE DE data source

|, ciscos [192.168.10.5] Liser name: |

- m testz [217.26.21,16]

4 Ciscof [192.165.10.6]
i ] I Password:
), test [217.26.21.11] Auto reconnect inkerval: |0 I

Test connection interval: Metwark Library: ITCP."IF' j
B ciscn7 [192.168,10.7]
[_]% Realms IV &utomatically reconnect on errars IV Use Windows authentication
Dynamic Realm Rules v Delaved connection
----- | Error Reporting
free o fpply Changes | Test Connection |
f Proxy_woip
f woip_acck_skart
f woip_acck_stop
f woip_pre_authen 'j Apply Changes and Reload |
S i

Load server configuration from XML file. Choose this option to run ClearBox in common mode when all its settings are stored in
the configuration file.

Load server configuration from this data source. Choose this option to make ClearBox load its configuration from the data
source specified below.

All data source settings are the same as common data connection parameters.

Apply changes and Reload. This command makes Configurator load server configuration from the source specified and display it.
Note, that configuration is not actually changed until it is Saved and may be used for testing.

Settings loaded from the meta data source are available in read-only mode, no changes through Configurator's interface are stored.
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Understanding Meta Configuration Structure

This article describes the structure of database tables storing ClearBox configuration. Almost every field has its equivalent in
Configurator GUI. The reference syntax is [Object type].[Element 1].[Element 2]... Element may mean a tab, a button, an

input box name,

etc. For example, [Realm].[Authentication].[Domain] value can be reached selecting a realm, switching to the

‘Authentication’ tab and is placed in the 'Domain’ box.

These tables can be created running \AAA\meta.sql script.

A host is a RADIUS client or a remote RADIUS server. If it is a client host, it should be referenced by an
appropriate entry in the Clients table.

ID Counter, serves as a host name ([RADIUS server].[RADIUS server ID]).
IPAddress IP address of the host/client ([Client] .[Client IP address]/[RADIUS server].[Server IP address]).

RADIUSSecret

Shared secret ([Client].[Shared secret]). Note, that meta configuration doesn't separate authentication and
accounting secrets.

Retries If the host is a remote RADIUS server, it's the number of attempts that ClearBox should retry sending
requests ([RADIUS server].[Forwarding retries]), NULL otherwise.

WaitForReply If the host is a remote RADIUS server, it's the number of seconds ClearBox should wait before resending
requests ([RADIUS server].[Wait for response before retrying]), NULL otherwise.

RADAuthenPort | If the host is a remote RADIUS server, it's its the authentication UDP port ([RADIUS server].[Authentication
server port]), NULL otherwise.

RADAcctPort If the host is a remote RADIUS server, it's its the accounting UDP port ([RADIUS server].[Accounting server

port]), NULL otherwise.

MaxProxyFails

If the host is a remote RADIUS server and some realm is configured to proxy-forward requests to several
hosts, including this, then ClearBox tries them in order. If it failed to receive a response from the remote
server this number of times, it switches to the next server in the list ([RADIUS server].[Maximum forwarding
retries]).

Clients.HostID,

There should be an entry in the Hosts table for each RADIUS client. If a host is not referenced in

it's treated as a RADIUS server.

ID Counter, serves as a client name ([Client] .[Client ID]).
HostID References the client host from the Hosts table by the Hosts.ID field.

DefaultRealm

References the default realm for this client from the Realms table by the Realms.ID field ([Client].[Default
realm]).

Each table row

describes exactly one data source.

ID Counter, serves as a data source name ([Data _source].[Data Source ID]).

Type Data source type. Can be mssqgl (MS SQL Server), msaccess (MS Access), odbc (ODBC data
source), oledb (OLE DB data source).

Path If Type =msaccess, specifies the the database file location ([Data source].[Database path]), NULL
otherwise.

DSN If Type =odbc, it's the system DSN of the data source ([Data source].[System DSN]), NULL
otherwise.

Server If Type =mssql, it's the MS SQL Server name ([Data source].[SQL server]), NULL otherwise.

ConnectionString

If Type =oledb, it's the OLE DB connection string ([Data source].[Connection string]), NULL

otherwise.
Catalog If Type =mssql, defines the databas name ([Data source].[Database]), NULL otherwise.
[User] Optional user name ([Data source].[User name]).
[Password] Optional user password ([Data source].[User password]).

WindowsAuthentication | If not zero and Type =mssql, ClearBox service is authenticated by MS SQL Server by its Windows

account credentials rather than by user name/password ([Data source].[Use Windows




authentication]).

DelayedConnection

If not zero, ClearBox connects to the data source during its startup ([Data source].[Delayed
connection]).

ReconnectOnError

If not zero, ClearBox reconnects to the data source if it fails to issue a SQL command ([Data
source].[Automatically reconnect on errors]).

Each table row de

scribes exactly one state server.

1D

Counter, serves as a state server name ([State server].[State Server ID]).

DataSourcelD

References the used data source from the DataSources table by the DataSources.ID field ([State
server].[Data source ID]).

AddUserQuery SQL command issued when a user session is started ([State server].[Session is started SQL command]).

UpdateUserQuery SQL command issued when ClearBox received interim accounting record for a user session ([State
server].[Session is in progress SQL command]).

RemoveUserQuery | SQL command issued when a user session is terminated ([State server].[Session is terminated SQL
command]).

ClearAllQuery SQL command issued when a NAS is rebooted ([State server].[Accounting is stopped SQL command]).

CountUsersQuery SQL command issued to count the number of concurrent user sessions ([State server].[Get concurrent

sessions number query]).

Each table row de

scribes exactly one realm.

ID Counter, serves as a realm name ([Realm].[Realm Rules].[Realm ID]).
Default If not zero, the realm is default ([Realm].[Realm Rules].[Default realm]).
RewriteType If not NULL, may be fromattribute (treat some attribute value as a user name) or rewrite (use

regular expression to rewrite a user name) ([Realm].[Realm Rules].[Rewrite User Name]).

ReturnTranslatedName

If not zero, ClearBox returns new user name in Access-Accept (if changed by rewriting) ([Realm].
[Realm Rules].[Rewrite User Name].[Return this name in Access-Accept]).

TakeUserNameFrom If RewriteType =fromattribute, specifies the name of the source attribute ([Realm].[Realm Rules].
[Rewrite User Name].[Take the user name value from]).
RewriteRule If RewriteType =rewrite, specifies the regular expression, according to which user name is

transformed ([Realm].[Realm Rules].[Rewrite User Name].[Rewrite User-Name according to this
rule]).

StateServerlD

May reference the state server from the StateServers table by the the StateServers.ID field
([Realm]. [Authentication] .[State server ID]).

Priority

As the realms order is significant, ClearBox sorts the realms by this field in ascending order.

There should exist

only one row in this table containing common settings for all realms.

UseRuntime

If not zero, ClearBox uses SelectQuery to select a realm ID to process an incoming request
([Dynamic realm rules].[Use SQL command to query for realm IDs]).

DataSourcelD

If UseRuntime =1, references the data source from the DataSources table by the DataSources.ID
field ([Dynamic realm rules].[Data source]).

SelectQuery

If UseRuntime =1, ClearBox runs this query to select a proper realm name (i.e. Realms.ID)
([Dynamic realm rules].[SQL command]).

DiscardDataSourcelD

If LogDiscarded =1, references the data source from the DataSources table by the
DataSources.ID field ([Error reporting].[Data source]).

LogDiscarded

If not zero, ClearBox runs Query to log a discarded request (or a response from remote RADIUS)
([Error reporting].[Use SQL command to log discarded packets]).

Query

If LogDiscarded =1, ClearBox runs this query to log a discarded request ([Error reporting].[SQL
command]).

There should exist

only one row per realm.




ID

Counter.

RealmID References an appropriate owning realm from the Realms table by the Realms.ID field.

Type Can be username (select the RealmID realm according to some user name format), attribute (select
RealmID realm if some attributes listed in RealmRulesAttributes match the rules) or none (the realm
is selected only if it is specified in some Clients.DefaultRealm entry or Realms.Default =1) ([Realm].
[Realm Rules].[Realm matching rule]).

StripDomain If not zero and Type =username, ClearBox discards the domain part of a user name ([Realm].[Realm

rules].[By domain name].[Strip off domain name]).

ChangeUserName | If not zero, ClearBox returns new user name in Access-Accept if domain part was stripped off ([Realm].

[Realm rules].[By domain name].[Return changed name in Access-Accept]).

Delimiter

If Type =username, string part like @ or \\ separating domain part from user name ([Realm].[Realm
rules].[By domain name].[Domain delimiter]), NULL otherwise.

DomainSuffix

If Type =username and domain part is a suffix, then it's a domain part of the user name like domain.com
in user@domain.com ([Realm].[Realm rules].[By domain name].[Domain]) , NULL otherwise

DomainPrefix

If Type =username and domain part is a prefix, then it's a domain part of the user name like DOMAIN in
NTDOMAIN\\WINUSER ([Realm].[Realm rules].[By domain name].[Domain + Domain name comes first]) ,
NULL otherwise.

The table may contain multiple attributes for each exisitng Realms.ID.

ID Counter.

RealmID References an appropriate realm from the Realms table by the Realms.ID field.

[Name] Name of the RADIUS attribute ([Realm].[Realm rules].[By RADIUS attributes].[Attribute]).

[Value] Value of the attribute, used if CompareType =equal, notequal, like or regexp ([Realm].[Realm rules].[By
RADIUS attributes].[Value]).

Required If not zero, a realm RealmID may be matched to a request only if this attribute matches the conditions. If
zero, a realm may be matched due to other attributes matching ([Realm].[Realm rules].[By RADIUS
attributes].[Required to match the realm]).

CompareType | Defnies how the attribute is compared to attributes in an access request. May be equal (attribute values

should be equal to match), notequal (attribute values should not be equal to match), present (attribute
should be in the request to match), notpresent (attribute should not be in the request to match), like
(attribute value in the request should start with the [Value] field), regexp ([Value] is a regular expression)
([Realm].[Realm rules].[By RADIUS attributes].[Comparison type]).

There should
realm.

exist only one record per each realm. Each record describes authentication rules for a RealmlID

1D Counter.
RealmID References an appropriate realm from the Realms table by the Realms.ID field.
IgnoreAuthentication If not zero, ClearBox doesn't authenticate the realm users ([Realm].[Authentication].[Ignore user

name and password]).

MaxSessions

If not zero and Realms.StateServerlD points to a valid state server, then the number of
concurrent sessions for all realm users is limited by this number ([Realm].[Authentication].[Maximum
number of concurrent sessions]).

AuthenticationSource Can be proxyto (authenticate against a remote RADIUS server; remote RADIUS servers are defined

in the RealmProxyHosts table), database (against a data source), ntsam (against Windows
doman/workgroup).

Domain

If AuthenticationSource =ntsam, it is the authentication Windows domain or workgroup name
([Realm].[Authentication].[Authenticate against Windows domain].[Domain]), NULL otherwise.

LocalGroup

If AuthenticationSource =ntsam and CheckGroup= 1 then ClearBox check the membersip of a
user in this local domain group ([Realm].[Authentication].[Authenticate against Windows domain].
[Group name + Local group]), NULL otherwise.

GlobalGroup

If AuthenticationSource =ntsam and CheckGroup= 1 then ClearBox check the membersip of a
user in this global domain group ([Realm].[Authentication].[Authenticate against Windows domain].
[Group name + Global group]), NULL otherwise.

CheckGroup

If not zero and AuthenticationSource =ntsam, ClearBox should check group membership ([Realm].
[Authentication].[Authenticate against Windows domain].[Check group membership]), NULL
otherwise.

CheckDialinPermission | If not zero and AuthenticationSource =ntsam, ClearBox checks user permission to make dialin

calls ([Realm].[Authentication].[Authenticate against Windows domain].[Check dial-in permission]),
NULL otherwise.




CheckLogonHours If not zero and AuthenticationSource =ntsam, ClearBox checks allowed logon hours for the user
([Realm].[Authentication].[Authenticate against Windows domain].[Check against allowed logon
hours]), NULL otherwise.

ServerName If CheckGroup =1 or CheckDialinPermission =1 or CheckLogonHours =1, this should be set to

the domain cintroller name ([Realm].[Authentication].[Authenticate against Windows domain].[Server
name]), NULL otherwise.

DataSourcelD

If AuthenticationSource =database, references an appropriate data source from the DataSources
table by the DataSourced.ID field ([Realm].[Authentication].[Authenticate against SQL database].
[Data source ID]), NULL otherwise.

CaseSensitive

If not zero and AuthenticationSource =database, then ClearBox passwords checks by ClearBox
are case-sensitive ([Realm].[Authentication].[Authenticate against SQL database].[Case sensitive
passwords]).

PasswordSelectQuery

If AuthenticationSource =database, ClearBox runs this query to get a user password from the
DataSourcelD data source ([Realm].[Authentication].[Authenticate against SQL database].
[Password selection query]), NULL otherwise.

PasswordCheckQuery If AuthenticationSource =database, ClearBox runs this query to check a user password against the
DataSourcelD data source ([Realm].[Authentication].[Authenticate against SQL database].
[Password check query]), NULL otherwise.

ProxyPreAuthen If AuthenticationSource =proxyto and ProxyPreAuthen =1, ClearBox runs
ProxyPreauthenQuery SQL command to authenticate a request before forwarding it to a remote
server ([Realm].[Authentication].[Authenticate against remote RADIUS servers].[Use pre-
authentication before forwarding]).

ProxyPreauthenQuery If AuthenticationSource =proxyto and ProxyPreAuthen =1, ClearBox issues this SQL command to
decide whether to forward the request or reject it immediately ([Realm].[Authentication].
[Authenticate against remote RADIUS servers].[SQL command]), NULL otherwise.

PreauthenDatasource If AuthenticationSource =proxyto and ProxyPreAuthen =1, PreauthenDatasource references a

data source from DataSources table by the DataSources.ID to run the ProxyPreauthenQuery
command ([Realm].[Authentication].[Authenticate against remote RADIUS servers].[Data source
ID]), NULL otherwise.

This table rows list allowed authentication protocols for a RealmID realm. If nothing is listed, all protocols are

allowed.
ID Counter.
RealmID References an appropriate realm from the Realms table by the Realms.ID field.

AllowedAuthenProtocol

May be pap, chap, mschap, mschap2 ([Realm].[Authentication].[Allowed protocols]).

There should exist only one row per each realm. Each record describes authorization rules for a RealmID

realm.
1D Counter
RealmID References an appropriate realm from the Realms table by the Realms.ID field.

DataSourcelD

References an appropriate data source from the DataSources table by the DataSourced.ID field.
Note, that ClearBox working in 'meta mode' doesn't support queries to different data sources in one
realm.

RejectQuery SQL command which loads RADIUS attribute names and values into the Reject authorization list
([Realm]. [Authorization] .[Black list].[Attributes by database query].[Query]).

CheckQuery SQL command which loads RADIUS attribute names and values into the Check authorization list
([Realm].[Authorization].[Check list].[Attributes by database query].[Query]).

ResponseQuery SQL command which loads RADIUS attribute names and values into the Response authorization list
([Realm].[Authorization].[Response list].[Attributes by database query].[Query]).

RejectResponseQuery | SQL command which loads RADIUS attribute names and values into the Response authorization list

([Realm].[Authorization].[Reject -Response list].[Attributes by database query].[Query]).

There should exist only one record per realm. Each record describes accounting rules for a RealmID realm.

1D Counter.
RealmID References an appropriate realm from the Realms table by the Realms.ID field.
EnableDB If not zero, ClearBox logs accounting data to the DataSourcelD database ([Realm].[Accounting].

[Log packets to database]).




EnableProxy

If not zero, ClearBox forwards accounting requests to the remote RADIUS server specified in the
RealmProxyHosts table ([Realm].[Accounting].[Proxy-forward accounting packets to these remote
RADIUS servers]).

EnableCSV

If not zero, ClearBox logs accounting data to a CSV log file ([Realm].[Accounting].[Log packets to
file]).

ProcessLocally

If not zero and EnableProxy =1, ClearBox will honor EnableDB and EnableCSV flags and process
forwarded requsests locally ([Realm].[Accounting].[Proxy-forward accounting packets to these
remote RADIUS servers].[Process forwarded packets locally]).

DataSourcelD

If EnableDB =1, references an appropriate data source from the DataSources table by the
DataSources.ID field ([Realm].[Accounting].[Log packets to database].[Data source ID]), NULL
otherwise.

InsertQuery If EnableDB =1, ClearBox runs this SQL command to process accounting data, placing it into a
databse table from the DataSourcelD data source ([Realm].[Accounting].[Log packets to database].
[Use commands]), NULL otherwise.

FileName If EnableCSV =1, specifies the name of the file (without extension) where accounting data is logged

([Realm].[Accounting].[Log packets to file].[Logging options].[File name]), NULL otherwise.

FileExtension

If EnableCSV =1, specifies the extension of the file where accounting data is logged ([Realm].
[Accounting].[Log packets to file].[Logging options].[File extension]), NULL otherwise.

RollOver

If EnableCSV =1, specifies how often should ClearBox switch to a new log file. Can have the following
values: hourly, daily, weekly, monthly, onsize (create new log file when its current size exceeds
MaxFileSize ) ([Realm].[Accounting].[Log packets to file].[Logging options].[Rollover]), NULL
otherwise.

AutoFlush

If not zero and EnableCSV =1, ClearBox write the received accounting data immediately to the disk
without any delays ([Realm].[Accounting].[Log packets to file].[Logging options].[Auto flush data]),
NULL otherwise.

NamePattern

If EnableCSV =1, may specify a pattern of the suffix appended to the log file name according to the
current date ([Realm].[Accounting].[Log packets to file].[Logging options].[Name pattern]), NULL
otherwise.

MaxFileSize

If EnableCSV =1 and RollOver =onsize, specifies the maximum size of the log file ([Realm].
[Accounting].[Log packets to file].[Logging options].[Maximum file size]), NULL otherwise.

Delimiter

If EnableCSV =1, specifies the character which separates values in the log file ([Realm].[Accounting].
[Log packets to file].[Logging options].[Delimiter]), NULL otherwise.

LogEnumeratedNames

If not zero and EnableCSV =1, ClearBox writes string aliases of numeric RADIUS attributes when it's
possible ([Realm].[Accounting].[Log packets to file].[Logging options].[Write names of numeric
attributes if possible]).

LogAttributeNames

If not zero and EnableCSV =1, ClearBox writes name of the logged attributes on the first line of the
log file ([Realm].[Accounting].[Log packets to file].[Logging options].[Place attribute names in the first
line of each file]).

This tables rows define what accounting packets are logged according to the rules specified in

RealmAccounting .

RealmID References an appropriate realm from the Realms table by the Realms.ID field.

AcctStatusType | Accounting status type (1 for Start, 2 for Stop, 3 for Interim Accounting).

EnableForProxy | If not zero, this AcctStatusType may be proxy-forwarded to a remote RADIUS server specified in

RADIUSProxyHosts ([Realm].[Accounting] .[Proxy -forward accounting packets to these remote RADIUS
servers].[Forwarded status types]).

EnableForDB If not zero, this AcctStatusType may be logged to the data source specified by

RADIUSAccounting.DataSourcelD ([Realm].[Accounting].[Log packets to database].[Logged status
types]).

EnableForCSV If not zero, this AcctStatusType may be logged to the log file specified in RADIUSAccounting.FileName

([Realm].[Accounting].[Log packets to database].[Logged status types]).

Attribute names which should be logged to a CSV file (when RealmAccounting.EnableCSV =1). The attributes in
each RealmID realm are sorted by the ID field and are logged in that order.

ID Counter.

RealmID References an appropriate realm from the Realms table by the Realms.ID field.

Atribute RADIUS attribute name (([Realm].[Accounting].[Log packets to file].[Logging options].[Logged attributes]).




|
Each record describes a host where authentication or accounting requests are forwarded to, if
RealmAuthentication.AuthenticationSource=

proxyto or RealmAccounting.EnableProxy=1.

ID Counter.

RealmID | References an appropriate realm from the Realms table by the Realms.ID field.

HostID References a remote RADIUS server from the Hosts table by the Hosts.ID field ([Realm].[Authentication].
[Authenticate against remote RADIUS servers]/[Realm].[Accounting].[Proxy-forward accounting packets to these
remote RADIUS servers]).

Authen If Authen=1, HostID is included to the list of RADIUS servers for proxy authentication, otherwise HostlD points

to a remote accounting RADIUS server.

There should exist only one record per realm. Each record describes authentication packets logging options
for a RealmID realm.

ID Counter.

RealmID References an appropriate realm from the Realms table by the Realms.ID field.

LogAccept If set to 1, ClearBox logs Access-Request + Access-Accept packets attributes with AcceptQuery SQL
command ([Realm].[Logging packets].[Issue this SQL command to log Access-Accept authentication
transactions]).

LogReject If set to 1, ClearBox logs Access-Request + Access-Reject packets attributes with RejectQuery SQL
command ([Realm].[Logging packets].[Issue this SQL command to log Access-Reject authentication
transactions])..

LogProxied If set to 1, ClearBox logs attributes from proxy-forwarded packets (depending on LogAccept and LogReject
flags) ([Realm].[Logging packets].[Log proxy-forwarded requests/responses]).

AcceptQuery If LogAccept =1, this SQL command is envoked to log RADIUS attributes ([Realm].[Logging packets].[Issue
this SQL command to log Access-Accept authentication transactions].[Access-Accept command]).

RejectQuery If LogReject =1, this SQL command is envoked to log RADIUS attributes ([Realm].[Logging packets].[Issue

this SQL command to log Access-Reject authentication transactions].[Access-Reject command]).

DataSourcelD

References an appropriate data source from the DataSources table by the DataSources.ID field ([Realm].
[Logging packets].[Data source 1D]).

LogSyslog

If set to 1, ClearBox logs request packet attributes to a syslog server specified in SyslogHost ([Realm].
[Logging packets].[Enable Syslog logging]).

SyslogPriority

Possible values are: O (system is unusable), 1 (action must be taken immediately), 2 (critical conditions), 3
(error conditions), 4 (warning conditions), 5 (normal but significant condition), 6 (informational), 7 (debug-
level messages) ([Realm].[Logging packets].[Enable Syslog logging].Message priority).

SyslogFacility

Possible values are: 0 (kernel messages), 1 (random user-level messages), 2*8 (mail system), 3*8
(system daemons), 4*8 (security/authorization messages), 5*8 (messages generated internally by
syslogd), 6*8 (line printer subsystem), 7*8 (network news subsystem), 8*8 (UUCP subsystem), 9*8 (clock
daemon), 10*8 (security/authorization messages (private)),

11*8 (ftp daemon), 12*8 (NTP subsystem), 16*8 (reserved for local use (local 0)), 17*8 (reserved for local
use (local 1)), 18*8 (reserved for local use (...)), 19*8 ... 23*8 (reserved for local use) ([Realm].[Logging
packets].[Enable Syslog logging].[Facility]).

SyslogHost

IP address of a syslog daemon ([Realm].[Logging packets].[Enable Syslog logging].[Syslog server IP
address]).

SyslogFormat

Specifies a format of messages sent to the syslog daemon specified in SyslogHost. It may use special keys
like $r, $c and so on, radius attributes in common format (e.g. {Calling-Station-1d} and $a to denote a Reply-
Message attribute value for a Access-Reject or 'Successful Auth' for Access-Accept packets) ([Realm].
[Logging packets].[Enable Syslog logging].[Message string]).

Contains the date of configuration modifications.

ID

Counter

LastModified

Add a new row with a current date into this field to tell ClearBox to reload the configuration.
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TLS Settings

This page lets you edit basic wireless authentication settings. TLS channel is established in all WAP protocols (PEAP, EAP-TLS,
etc), and is required for successful authentication.

_

TLS Server Settings |

¥ Enable TLS {for IEEE 802, 13 authentication)

Select Certificate. ., | I ClearBo:x Server TLS Certificates Wizard. ..

[ Don't check server certificate walidity

v Allow resumption of TLS sessions For Fast user re-authentication

Cipher suites:

[WITLS_RSA_WITH_RC4_126_MDS A1 Uncheck al |

[WITLS_RS&_WITH_RC4_128_SHA
[WITLS_RS4_WITH_IDEA_CEC_SHA
WITLS_RS&_WITH_3DES_EDE_CEC_SHA
[W|TLS_DHE_DSS_WITH_3DES_EDE_CEC_SHA
[W|TLS_DHE_RS&_WITH_SDES_EDE_CEC_SHA
WTLS_R5a_WITH_AES_125_CEC_SHA
[WITLS_RSA_WITH_AES_Z56_CBC_SHA
WITLS_DHE_DSS_WITH_AES_128_CBC_SHA |

—EAP-TLS settings

IV Check certificate revocation lisk:

Depth of certificates in a chain used during the verification (0-9): I 2

Required certificate issuer (leave emphy Ffor no check): I MC=GE{5T=na/L=Manche

Common name check string (leave empty For no check): I

Bpply Changes

Enable TLS. This option enables or disables the ability of ClearBox to authenticate Wi-Fi network users. As enabling TLS
requires a server certificate to be installed on the machine, it should be disabled when ClearBox is used for wired
authentication only.

Select Certificate. In order to provide trusted network security services to wireless clients, ClearBox must be able to
cryptographically identify itself to clients. ClearBox server sends them its digital certificate during the client login procedure.
This server certificate is mandatory in Wi-Fi networks.

Click the button to select a server certificate from one of the installed ones. ClearBox uses 'Personal’ certificates from the
local machine store (as opposed to a current user store). If the list of available certificates is empty, you should install any.
Using Certificates Wizard is recommended for it.

Don't check server certificate validity. ClearBox may use a server certificate even Windows treats it as invalid. We don't
recommend to use this option.

Allow resumption of TLS sessions. When a user first authenticates with either PEAP or EAP-TLS, a fair amount of intensive
computation is performed both on the client PC and on ClearBox Server. Private keys must be used to encrypt or sign data,
signatures on certificates must be validated, password credentials must be checked, and so on.

However, once a user is authenticated, any subsequent authentications to the same ClearBox Server can be accelerated
based on secret information developed during the first authentication. This is called session resumption. Turning this option on
enables caching TLS sessions on the server side (by default, ClearBox stores last 256 sessions).

We recommend to enable session resumption as it speeds up client subsequent authentication (which can happen fairly
frequently in wireless networking) and puts less load on ClearBox Server.

NOTE, that PEAP session resumption requires enabling it explicitly on the 'Allowed protocols' dialog on a realm authentication
page.

Cipher suites. The TLS protocol that underlies PEAP and EAP-TLS is capable of using a variety of cryptographic techniques
for authentication and data privacy between client and ClearBox Server. Each of these techniques is called a cipher suite. At
the start of the authentication, client and server must agree on which cipher suite to use.



All cipher suites that ClearBox Server is capable of using are shown in the Cipher suites list. A check mark appears next to
each cipher suite that is enabled. To enable or disable a cipher suite, simply check or uncheck the box.

Cipher suites that are used by ClearBox Server depend on the server certificate installed. If the certificate uses RSA, then
only RSA algorithms are used.

EAP-TLS Specific Settings

These settings are used for EAP-TLS authentication only, when each user should prove his identity to the server with his digital
certificate. There are several options how the server can validate a client certificate.

Check certificate revocation list. Certificate revocation list (CRL) is a list of certificates (their serial numbers) which have
been revoked, are no longer valid (say, its private key has been compromised), and should not be relied on by any system
user. If the option is set, ClearBox verifies if a client certificate is revoked or not. So, a user may be rejected even if he
presents his certificate, as it has become invalid.

NOTE, that when CRL checking is turned on, it's your responsibility to renew CRL file with Certificates Wizard. Every 60 days
CRL expires, and without the new file any requests will be rejected.

Depth of certificates in a chain during the verification. A user is certificate is issued by some certificate authority which
certificate in turn may be issued by some upper level organization, forming a certificate chain. ClearBox may verify only client
certificate itself (depth=0) or follow the chain up to the root certificate, which takes some processing time but ensures higher
security. Default value is 2, i.e. validate the client certificate and two upper certificates.

Required certificate issuer. Each certificate has its issuer, typically some root CA. If this parameter is not empty, ClearBox
will accept certificates only from this issuer. The issuer name is specified in distinguished-name format, for
example: /C=FR/ST=na/L=Paris/0O=MyCompany/CN=ClearBox Server Root CA.
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Managing Certificates with Certificates Wizard

This tool is used when ClearBox needs to be configured for wireless authentication.
With its help you may make the following:

Create a new root certificate authority (CA) and issue a server certificate.

Request a server certificate from a third-party certificate authority (CA).

Issue a new client certificate.

Revoke a client certificate and/or renew certificate revocation list (CRL).

Export your root CA certificate to deliver it on client computers.

Select the necessary option and click Next. Then follow the instructions.
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